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S3 Nuance

PowerScale OneFS uses a limited subset of the S3 API. Verify your S3 application does not use
any S3 API functions that are not supported by PowerScale.

The real use case for S3 on PowerScale is to use it when Multi Protocol access is needed. This is
when you want to share S3 data with SMB or NFS users. If you are using S3 ONLY, you should
really be looking at an ObjectStore like ECS (DELL Elastic Cloud Storage)

The bucket Name must be between 3 and 63 characters in length. The bucket name cannot
contain characters other than LOWERCASE a-z, 0-9, *-’, and no spaces. The bucket name cannot
be changed once created.

The S3 API List-Buckets Function only lists buckets that the user is the owner of. Even if the user
has full rights to a bucket, if the user is not the owner, the returned bucket list will not include that
bucket. This is important as some applications may use the List-Buckets api function and want to
see the bucket name. So always try to make the userlD you use with the application the owner of
the bucket.

If the SSL certificate on the PowerScale is not a valid cert, if you try to use HTTPs the command

will fail with a 403 error. You could troubleshoot this by adding the —no-verify-ssl.
D<A L Technologies
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Create S3 User

« Users can be both Local and Active Directory users.

« Once a user is created or selected, you must generate an access key pair they will use to
authenticate via S3.

Create user e @)
OneFs Storage Administration " = Required field =P
Dashboard ~  Cluster management ~  File System -  Data protection =  Access ~  Protocols ~ “User name.

Hew password :
i Current syst v
Member5h|p and roles urrent access zone: ystem . R k-—' e

. N Allow password 10 expire
Groups  Roles  Usermapping  Password policy
Enable the account ©

—
Providers ‘ LOCALSystem V‘ é’. Gisabie when inactve
Manage users ue

O username Full name Primary group Accountstatus  Actions e "
O Guest Isilon Users Disabled Viewreit || Actions = Emal address H]
Primary group Select group
Displaying 1 to 1 entries < | < | Pager [» P e p—— m
| Group name Actions

Data s not available.

e )

U shell Phiyesh .
Account expiation date 4dd account expiration date

Carcel Create user
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Creating Access and Secret keys

» Access and Secret keys are used to authenticate the s3 user.
* Once the Secret Key is created, it cannot be viewed again. Copy and paste it into a safe place.
» If the secret key is forgotten or lost, a new secret key must be generated.

* The secret key has nothing to do with the user’s password. If the user changes their password, the
secret key remains valid.

Logged in as admin | Review recent events | Log out | Help (7)

QOnefs Sterage Administration

Cluster Name: PowerScale1(OnefS Version: 95000 ) Nodle 1

Dashboard ~ Cluster management - File System - Data protection ~ Access ~ Protocols -
Object storage (S3)k .

Buckets Global settings Zone settings Key management My Keys

« Created 53 Key. x

53 key has been created successfully.

ser- applicatios

Secret key Details /| This is the Access id ‘
This is the Secret key. This is the

Access idh 1_application_01_accid N B
only time you can see it. Copy and
: paste and keep in a safe place. If it
Existing key SGwgWs0Y25EfIIAcBH-phHOCIBd | ¢
[ is lost or forgotten, a new key would
have to be generated

Type Secret keys 2

Delete keys
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S3 Bucket folder structure

The S3 Bucket can be created almost anywhere in the ifs file structure.

This is a suggested path for your buckets

/ifs/data/s3data/bucketl
bucket2
bucket3
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S3 Bucket folder structure

« The bucket root path is used when users are allowed to create their own buckets. This is
where their bucket would be created.

« To allow users to create their own buckets, you have to give them full access to the bucket
root path. | would suggest creating a folder just for users created buckets like PUB or USR.

« Warning — they could create as many buckets as they want. There is no way to limit them.

Logged in as admin] F Review recent events ‘ Log.out l Help @

OneFS Storage Administration Cluster Name: PowerScale1{OneFS Version: 9.5.0 301 Node 1

Protocols ~

Dashboard ~ Cluster management ~ \le System ~ Data protection ~ Access ~

Object storage (53(

Buckets Global settings

System v
View/Edit Settings
Bucket root path ‘ ifs/data/s3, n..:l Srowse

Base domain s3.delludslabnj.net o

Use MDS for Etag on upload

Validate given Content-MD5
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Folder Permissions

= Once permissions are added to the folder, the POSIX permissions are no longer authoritative.

= |tis important to have Inheritance enabled on the folder above the bucket. Users need read access on
the path to the bucket.

= DISABLE Inheritance on the actual Bucket.
= Any additional users added to the S3 Bucket ACL must have the folder permissions also added to

match.

[R= = | \\powerscaleln

bome | Share i
f o L'I & Cut
= W Copy path

Pinto Quick Copy Faste

access [¢] Paste shortcut

Clipboard

« oo e

7 Quick access

= This PC

B 3D Objects

9 Deskiop

“+ Documents

& Downloads

b Music

& Pictures

B Videos

& Local Disk (€)

~ Downloads (\ad1) ()
~ tmassanc (\\adT\userss) (Z)

& Network
= AD1
“ powerscalelnt

™ tsclient

litem 1 item selected

ifs\data\s3data

L_‘ x ) Mew item -
& -
Easy access -
Y
Move Copy Delete Rename  New P
tor  tor - folder

Organize New

> Network » powerscalelnl > ifs > data » s3data &-—

Name Date modified

epplication_01

4/13/2023 432F

application_01 Properties

Gsﬂ? Security  Previous Versions  Customize
o name:  \powerscale In1ifs\data\s3data\appiicaton_01

To change permissions, click Edit Eat
Permissions for Domain Admins Allow Deny
Full control "
Modity
Read & execute

List folder contents

Read v

For special permissions of aavanced settings,

Adyanced
cick Advanced

om0

Permissions for application_01
Security
Object name: | n1 01

Group of user names: K
2 0 n 01}

B8 Domain Admins (DELLUDSLABN.\Domain Admins)

Add Bemove
Permissions for application_01 Allow Deny
Full control ﬁ 0 -
Mooty 0
Read & execule O
List folder contents O
Read O «
|

Domain Admins were inherited.
They are not required but make
administration easier.
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Advanced Security Settings for application_01 m] x
Name: \\powerscale1n\ifs\data\s3data\application 01
Owner: Thomas Massano (tmassano@delludslabnjnet) Change

Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
L Allow  application 01 (powerscaletnl... Full control None This folder, subfolders and files |
B Allow  Domain Admins (DELLUDSLAB... Full control Parent Object This folder, subfolders and files |

Disable Inheritance at the bucket.
Do NOT Disable Inheritance on
the folder above it. All users need

Remove | Edt read accees in the folder path up
Disable inheritance tO the bUCket.

[] Replace all child object permission entries with inheritable permission entries from this uect
0K Cancel Apply
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Base Domain

« The base domain needs to be assigned for S3 Path Style addressing
* The base domain name is the SmartConnect Zone Name

Logged in 23 admin | IF Review recent events | Log out | Help @

OneFs Storage Administration Cluzter Mames: PowerScale1{0neFs Yersion: 9.5_3_36] Mode 1

Dashboard ~ Protocols -

Cluster management ~ ‘tem - Data protection - Access -

Object storage (S3)

Buckets Global settings Zone settings

Current access zone

View/Edit Settings

Bucket root path fifs/datass3 | Browse

Base domain s3.delludzlabnj.net o

[ Use MDS for Etag on upload

[[] Validate given Content-MD5

Canesl . Save
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Create a Bucket

« Think of this S3 Bucket much as you think of

an SMB share. The Bucket name is application_01

. : o | also have a User with the name application_01
* This is the entry point permissions. Then you

also have to have the filesystem permissions to
match.

OneFsS Storage Administration

And the Path is also using the application_01
folder

Legged in as admin Review recent events | Log out | Hel
o Lo ! |t @ Create a Bucket ke (D)

* = Required field
Cluster Name: PowerScale1{OneFS Version: 05000 ) Node 1

Dashboard ~ Cluster management - File System - Data protection ~ Access - Protocols ~ Bucket information /
’ * Name application_01 / I @

Object storage (S3)

. * Owner application_01 / @ | Select user
Global settings Zone settings management Keys
< < s e - *Path /ifs/data/s3data/application_01

Browse
Current access zone System - Search by owner Enter owner name I Apply Clear [7] Create bucket path if it does not exist
Description
Buckets N :
Name Path Owner Actions ACL

Datz is not available. -
oot o AL hes V You can add additional users here.
il IR e Add ACL You will also have to update the user

permissions on the folder via SMB

8]
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Enable S3 Protocol

Logged in as admin | F Review recent events | Log out | Help @

OneFS Storage Administration

Cluster Name: PowerScale1(OneFs Version: 9.5.0.0 ﬁ] Mode 1

Dashboard ~ Cluster management ~ File System ~ Data protection ~ Access ~ Protocols =

Object storage (S3)

Zone settings Key management

My Keys
View/Edit Settings .

Enable 53 ser\fick .
Enable 53 HTTP @ F.

“HTTPS port 9021

“HTTP port 9020

D&A L Technologies
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Authentication / Permissions workflow

OneFS handles the
request as nobody
user

denied

A subset of OneFS ACL
( I A Representation only

Final permission
enforcement
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PowerScale supported S3 APlIs

S3 APl Ver 2006-03-01
AbortMultipartUpload
CompleteMultipartUpload
CopyObject
CreateBucket
CreateMultipartUpload
DeleteBucket
DeleteBucketAnalyticsConfiguration
DeleteBucketCors
DeleteBucketEncryption

DeleteBucketintelligentTieringConfiguration

DeleteBucketlnventoryConfiguration
DeleteBucketLifecycle
DeleteBucketMetricsConfiguration
DeleteBucketPolicy
DeleteBucketReplication
DeleteBucketTagging
DeleteBucketWebsite
DeleteObject

DeleteObjects
DeleteObjectTagging
DeletePublicAccessBlock
GetBucketAccelerateConfiguration
GetBucketAcl
GetBucketAnalyticsConfiguration
GetBucketCors
GetBucketEncryption
GetBucketlnventoryConfiguration
GetBucketLifecycle
GetBucketLifecycleConfiguration
GetBucketlLocation

Object
Object
Object
Bucket
Object
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Object
Object
Object
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket

Apply To OneF59.5

Yes
Yes
Yes
Yes
Yes
Yes
No
No
No
No
No
No
No
No
No
No
No
Yes
Yes
No
No
No
Yes
No
No
No
No
No
No
Yes

S3 AP1 Ver 2006-03-01
GetBucketlogging
GetBucketMetricsConfiguration
GetBucketNotification
GetBucketNotificationConfiguration
GetBucketPolicy
GetBucketPolicyStatus
GetBucketReplication
GetBucketRequestPayment
GetBucketTagging
GetBucketVersioning
GetBucketWebsite
GetObject
GetObjectAcl
GetObjectLegalHold
GetObjectLockConfiguration
GetObjectRetention
GetObjectTagging
GetObjectTorrent
GetPublicAccessBlock
HeadBucket
HeadObject
ListBucketAnalyticsConfigurations
ListBucketInventoryConfigurations
ListBucketMetricsConfigurations
ListBuckets
ListMultipartUploads
ListObjects
ListObjectsV2
ListObjectVersions
ListParts

Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Object
Object
Object
Object
Object
Object
Object
Bucket
Bucket
Object
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Bucket
Object
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Apply To OneFS 9.5

No
No
No
No
No
No
No
No
No
No
No
Yes
Yes
No
No
No
No
No
No
Yes
Yes
No
No
No
Yes
Yes
Yes
Yes
No
Yes

S3 AP1 Ver 2006-03-01
PutBucketAccelerateConfiguration
PutBucketAcl
PutBucketAnalyticsConfiguration
PutBucketCors
PutBucketEncryption
PutBucketinventoryConfiguration
PutBucketlLifecycle
PutBucketlLifecycleConfiguration
PutBucketlLogging
PutBucketMetricsConfiguration
PutBucketNotification
PutBucketNotificationConfiguration
PutBucketPolicy
PutBucketReplication
PutBucketRequestPayment
PutBucketTagging
PutBucketVersioning
PutBucketWebsite
PutObject
PutObjectAcl
PutObjectLegalHold
PutObjectLockConfiguration
PutObjectRetention
PutObjectTagging
PutPublicAccessBlock
RestoreObject
SelectObjectContent
UploadPart
UploadPartCopy

Apply To OneFS 9.5

Bucket No
Bucket Yes
Bucket No
Bucket No
Bucket No
Bucket No
Bucket No
Bucket No
Bucket No
Bucket No
Bucket No
Bucket No
Bucket No
Bucket No
Bucket No
Bucket No
Bucket No
Bucket No
Object Yes
Object Yes
Object No
Object No
Object No
Object No
Bucket No
Object No
Object No
Object Yes
Object Yes
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AWS CLI

The AWS CLI can be downloaded from https://aws.amazon.com/cli/

Once you have downloaded it, you can create user profiles to make authentication easier.
aws configure —profile profilename
It will ask Access Key ID, Secret Access Key, Region: none, Output format: text

Since any S3 location other than AWS is considered AWS Compatible, you must specify
your endpoint in the cli command. --endpoint http://s3.1silon.local:9020

An AWS CLI Command starts like this:
aws --profile isilon_userl --endpoint http://s3.isilon.local:9020 cmd

Since command line is not my forte, | created a webpage that will generate command line
that you can cut & paste from. www.theblackperl.com/s3/aws

D<A L Technologies

150f 18  Copyright © Dell Inc. All Rights Reserved.


https://aws.amazon.com/cli/
http://www.theblackperl.com/s3/aws

S3 Browser



S3 Browser

« S3 Browser Download site https://s3browser.com/

* | have had inconsistent results with S3 browser, when in doubt, use the AWS CLI.

 Be aware, the AWS S3 ListBuckets API function only lists the OWNER's buckets, it does
not list buckets that you are not the owner of, even though you may have full permissions.

* In S3 browser, to view bucket you have "access" to, but are not the owner, you must "Add
External Bucket".
G 53 Browser 10.8.1 - Pro - User2

[ ) I "
TO do th|S Accounts  Buckets  Files Tools Help
1. Rightclick and select "Add External Bucket" (Ctrl + E) 25 New bucket $& Delete bucket _ Ppath:
2. Type the bucket name you have accessto. || = bucket Name

S folder/

External are purple

3. The external Bucket shows up as purple (if you are the owner it is yellow)
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